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Business associate agreements
A key requirement under the HIPAA privacy regulations

A
s I discussed in my December column,
beginning in April, many dentists will
have to comply with new federal pri-
vacy regulations mandated by the
Health Insurance Portability and

Accountability Act of 1996, or HIPAA.
One of the key requirements is that
health care providers who must follow
the regulations will be obliged to
enter written contracts with 
certain entities that have access to
patients’ health information.

As I explained in the December
2002 issue of JADA, dentists must
first determine whether they are 
“covered entities” who will be legally
required to comply with the privacy
regulations. If a dentist transmits cer-
tain patient health information in
electronic form, either directly, or indirectly
through a vendor or billing service, he or she
would be a covered entity. The type of electronic
transactions that would make a dentist a covered
entity include claims submissions and electronic
communications regarding referrals, transmitted
in a format specified by the U.S. Department of
Health and Human Services, or DHHS.

The American Dental Association strongly rec-
ommends that all dentists take steps to protect
patients’ privacy. However, only those dentists
who are covered entities will be required by the
HIPAA regulations to enter written agreements

with certain “business associates” who will have
access to health information about the dentists’
patients. As you may recall, last month I stated
that the HIPAA privacy regulations govern the
use and disclosure of “protected health informa-

tion.” Protected health information,
or PHI, is any information that
relates to an individual’s health or
health care and specifically identi-
fies that person. The HIPAA
requirements apply to any uses or
disclosures of PHI, through elec-
tronic, written or oral communica-
tions. Thus, although a dentist
must transmit certain PHI electron-
ically to become a covered entity,
once the dentist becomes a covered
entity, the HIPAA requirements
will apply to all of his or her 

communications of PHI, not just electronic 
transactions.

A key point to remember is that dentists who are
covered entities will not be required to enter busi-
ness associate agreements with other health care
providers to disclose PHI to those providers for pur-
poses of the treatment of the patient whose PHI is
disclosed. Thus, a general dentist who is a covered
entity will be able to discuss a patient’s case with a
specialist, if the general dentist has referred the
patient to that specialist. 

However, a covered entity may have to enter
business associate agreements with a number of
other parties with whom the covered entity has a
business relationship, if those other parties have
access to, or may need to review, PHI pertaining

The privacy regula-
tions mandate that
business associate
agreements include
certain provisions

designed to protect
the privacy of

patients’ health 
information.
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to the covered entity’s patients.
Examples of possible business
associates include a dentist’s
accountant, business consultant,
attorney, answering service,
billing service and computer
vendor.  

If you are a covered entity, you
will have to carefully evaluate
your existing business relation-
ships. If any of those business
relationships involve the use or
disclosure of PHI, and the rela-
tionship will continue to exist on
April 14, then under most cir-
cumstances you will need to
enter a written business asso-
ciate agreement with that entity
by that date. The HIPAA privacy
regulations mandate that such
business associate agreements
include certain provisions
designed to protect the privacy of
patients’ health information.

At a minimum, the business
associate agreement must estab-
lish the permitted and required
uses and disclosures of the PHI
by the business associate. The
contract may not authorize the
business associate to use or dis-
close the PHI in a way that
would violate the HIPAA pri-
vacy regulations, if the use or
disclosure were performed by
the covered entity. However, the
agreement may authorize the
business associate to use and
disclose PHI for the proper man-
agement and administration of
the business associate. The con-
tract also may permit the busi-
ness associate to provide data
aggregation services related to
the health care operations of the
covered entity.

The business associate agree-
ment also must provide that the
business associate will
dnot use or further disclose the
information other than as per-
mitted or required by the con-
tract or as required by law;
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duse appropriate safeguards to
prevent use or disclosure of the
information other than as pro-
vided for by its contract;
dreport to the covered entity
any use or disclosure of the
information not permitted by
the contract, if the business
associate learns of any unau-
thorized uses or disclosures;
densure that any agents,
including a subcontractor, to
whom it provides PHI agrees to
the same restrictions and condi-
tions that apply to the business
associate with respect to such
information;
dmake PHI available in ac-

cordance with patients’ rights to
review their PHI, to request
amendments to their PHI and to
obtain an accounting of certain
disclosures of their PHI; 
dmake its internal practices,
books and records relating to the
use and disclosure of the PHI
available to HHS for purposes of
reviewing the covered entity’s
compliance with the privacy 
regulations; 
dat termination of the contract,
if feasible, return or destroy all
PHI that the business associate
still maintains in any form and
retain no copies of such informa-
tion. If such return or destruc-
tion is not feasible, the business
associate must agree to extend
the protections of the contract to
the information and limit fur-
ther uses and disclosures to

those purposes that make the
return or destruction of the PHI
infeasible.

In addition, the business asso-
ciate agreement must authorize
termination of the contract by
the covered entity, if the covered
entity determines that the busi-
ness associate has violated a
material term of the contract.
Furthermore, the HIPAA pri-
vacy regulations state that, if a
covered entity is aware of activ-
ities by the business associate
that constitute a breach of its
obligations under the business
associate agreement, the covered
entity must take reasonable
steps to stop the breach. If the
covered entity is unable to end
the breach, it must terminate
the contract, if feasible. If termi-
nation is not feasible, the cov-
ered entity must report the busi-
ness associate to DHHS.

The HIPAA requirements for
business associate agreements
apply only to the protection of
PHI that is maintained by or
accessible to the business asso-
ciate. These provisions of an
agreement with a business asso-
ciate would not govern other
aspects of your business rela-
tionship with a particular asso-
ciate. For example, the terms of
an agreement with your
attorney would be very different
from the terms of your agree-
ment with your billing service. If
you do not presently have a
written contract with a business
associate who has access to your
patients’ PHI, and you are a 
covered entity, you may want to
enter a written agreement that
governs only the use and disclo-
sure of PHI. This would be a
simpler way to ensure that all
necessary business associate
agreements are in place by
April. You would then have the
option of later adding provisions

The requirements for 
business associate 

agreements apply only to
the protection of protected
health information that is

maintained by or accessible
to the business associate.
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to each business associate con-
tract which specifically address
the terms of your business rela-
tionship with that person or
company.

If you are a covered entity,
many of your business associ-
ates probably are aware of the
requirement to enter a written
agreement governing the use
and disclosure of PHI by April
14. Some of them already may
have approached you with a pro-
posed business associate agree-
ment. If you are reviewing busi-
ness associate contracts that
have been offered to you, or if
you are working with your
attorney to draft business asso-
ciate agreements, you will want
to ensure that these agreements
include the required provisions
described in this article. 

In addition, the ADA’s
HIPAA Privacy Kit contains a
form labeled “Addendum to
Agreement with Business Asso-
ciate,” which can be modified as
appropriate for use in your prac-
tice. The document is labeled
“addendum” because it contains
only the terms pertaining to use
and disclosure of PHI by the
business associate. These provi-
sions could be added to an
existing contract with your busi-
ness associate. Or, this docu-
ment could be used as a stand-
alone agreement.

The “Addendum to Agree-
ment with Business Associate”
contains all of the provisions
required by the HIPAA privacy
regulations, as well as some
additional terms that are advan-
tageous to dentists. One of these
terms requires the business
associate to report any unautho-

rized uses or disclosures of PHI
to the dentist within 24 hours
after the business associate
learns of the violation. Another
pro-dentist provision requires
the business associate to indem-
nify the dentist for any losses
the dentist may incur as a result
of an unauthorized use or disclo-
sure of PHI by the business
associate, or by any person or
entity under the business asso-
ciate’s control. The model lan-
guage from the HIPAA Privacy
Kit can be used as a basis for a
business associate agreement
you may draft with your
attorney, or it can be used as a
tool for comparison and negotia-
tion when reviewing contracts
offered by your business associ-
ates. If you do not already have
a HIPAA Privacy Kit, you can
order one by calling 
1-800-947-4746.

Whether you are drafting
your own business associate con-
tracts, or reviewing agreements
offered to you by your business
associates, you also may want to
take a look at sample contract
language drafted by DHHS.
These sample provisions can be
accessed at “www.hhs.gov/ocr/
hipaa/contractprov.html”. The
DHHS sample terms include all
the provisions required by the
HIPAA privacy regulations, and
could be used as a tool for com-
promise in negotiations with
business associates, since they
were not drafted to favor either
the covered entity or the busi-
ness associate. 

As I mentioned previously,
there is an exception to the
requirement that business asso-
ciate agreements be in place by

April 14. If you
are a covered
entity and
already have a
written con-
tract with a
business asso-
ciate, you may
be eligible for a
reprieve. If the
existing
written agree-
ment is not
amended or
renewed by
April 14, then
you are not required to adopt
provisions protecting PHI until
April 14, 2004, or until the con-
tract is amended or renewed,
whichever event occurs first.

You may wish to consult with
your attorney with reference to
these agreements and to deter-
mine whether your agreements
are also in compliance with state
law. ■

The author wishes to express his apprecia-
tion to Colleen Johnson, director, ADA Con-
tract Analysis Service, for her assistance in
preparing this article.

This article is informational only and does
not constitute legal advice. Dentists must con-
sult with their private attorneys for such
advice.
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Author’s note: There is good news in
response to practice questions dentists
have asked the ADA about business associ-
ates! In November, DHHS staff advised the
ADA that for treatment purposes, dentists
can share PHI with dental laboratories
without a business associate agreement. Of
course, dentists still need to adhere to busi-
ness associate requirements with other
third parties that would be considered busi-
ness associates under HIPAA. Moreover,
DHHS has confirmed in recent guidance
that the business associate requirement
does not extend to third parties who may
have incidental access to patient informa-
tion, such as cleaning services, although
care should certainly be given to protect
against inadvertent disclosures to them.
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